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1. O6mmue cBeaeHus

1. | Kadenpa MareMaTukn, GU3UKHA 1 HHHOPMAITMOHHBIX TEXHOIOTHI
2. | HampapneHue moAroToBKU 09.03.01 MudopmaTuka v BEIYUCIUTENbHAS TEXHUKA

3. | HanpasnenHocts (npoduis) | BupTyanbHble TEXHOJIOTHH M JU3aHH

4. | AucuuminHa (MOAYIb) 51.0.15.02 3ammra nabopMaImu

5. | ®opma oOyueHHS Ounas

6. | 'om mabopa 2023

2. Ilepevyenb KoMHNeTeHIMI

— OIIK-4. CnocobeH ydacTBOBaTh B pa3pabOTKe CTaHIAPTOB, HOPM M TIPaBHI, a TaKKe TEXHHUUYECKON
JOKYMEHTAIIMH, CBA3aHHOHN ¢ IpOoQecCHOHATEHOMN NIESITEIbHOCTHIO




3. Kpurtepuu u noxka3arejiu OLleHMBAHHUS KOMIIETEHIHI1 HA Pa3IMYHBIX 3TAaNax uX GopMHUPOBaAHUSA

Jrtanbl popMUPOBAHUS

Kpurepun u nokasarejim OLeHMBAaHUS KOMIIeTeHIUH

DopMBbI KOHTPOJIS

. ®opmupyemast
KOMIeTEeHIHil (pa3aensl, c¢hopMHPOBAHHOCTH
KOMIIETeH LU .
TeMBbI TUCHUNIHHBI) 3HaTh: Ymersn: Baapern: KOMIIeTeHIUIt
Brenenue B
HHPOPMAITUOHHYIO
6e3omacuocts (UB). JlaGoparopusie paboTsr 1, 6
KonTponbHbie 3aganust

YpoBHH 0becniedeHust
"Bb.

0 CYIIECTBYIOIIUX CPEICTBAX

3aIUThl HHOPMALUH 1

BO?MOKHOC?;[E HXH HaBBIKAMH TIPUMCHEHUS
Kpunrrorpapuueckast MIPOBOJUTH AHATIHU3 CTEIICHH COBPEMEHHBIX JlabopaTopuslie paboTsl 2, 3, 4
3alUTa JaHHbIX HCTIOTb3OBAHMA B 3a/a1ax 3aIUIIEHHOCTH aJITOPUTMOB IS

’ CO3/IaHUsI I BHE/IPCHUS P KoHTpoJbHbIE 331aHUS
OIK-4 uHdopmaruy; mmdpoBaHusy/
- UH(POPMALIMOHHBIX CHCTEM;
- OCYILECTBJIATH TIOBBILIEHUE JemnppoBaHus
YPOBHS 3aILUTHI C y4ETOM CEKPETHO
3amura HHQOpMAaIHU B KpUNTOrpa(uuecKux JlaGoparopHbie paboThI 2, 5
Iy opmar P pacp Pa3BUTHsI MATEMATHYECKOTO nHpopmamu patop P ’

KOMIIBIOTEPHBIX CCTX.

CoBpeMeHHBIE
TEXHOJIOTHH 3aIIUThI
UHPOPMAIUH.

3akoHomarenscTBO PD B
00J1aCTH 3aIINATHI JaHHBIX
n obecrieuenus: Ub.

npeoOpa3oBaHuii, THIIOBBIE
nporpaMMHo—annapaTHble
CpPE/ICTBA U CUCTEMBI 3aII[HThI
WHPOPMAIIH OT
HECAHKIIHOHUPOBAHHOTO
JOCTyma

U TIIPOTPAMMHOTO
obecreueHus
BBIYMCIIMTENBHBIX CUCTEM

HABBIKAMH PELICHUS
NPAKTHYECKUX 3a/1a9
npodecCHOHATTBHOM
JEATENBHOCTH

KOHTpOJ'H:HBIe 3alaHus

JlaGoparopusie paboTsl 5, 6

KontponbsHbie 3ananus

JlaGoparopnas pabota 1

KonTponbsHbIe 3anaHus

IIxana oneHMBAHUA B paMKaX 0a/UIbHO-PEeHTHHIOBOI CHCTEMBbI:

«HEYJIOBJIETBOPUTENHHO» — 60 OaJIIOB U MEHee; «yAOBIETBOPHUTEIbHO» — 61-80 6amioB; «xopomio» — 81-90 6amos; «ormmuHo» — 91-100 6ammoB




4. Kpurepum v mKajabl OEeHUBAHHUSA

OT4eT 0 BHINOJHEHHH JIA00paTOPHOii padoThI:

CojepxaHue oT4era bann
Bce ynpaxueHus u 3aaaus 1a00paToOpHON pabOTHI BEIITOIHEHEI TOJTHOCTHIO I CBOEBPEMEHHO, BCE 10
MaTepHaibl 0pOPMIICHBI B COOTBETCTBHH C TPEOOBAHHUIMHU

JlaHHast OLIEHKA BBICTABJISIETCS B CIACAYIOIINX CIYJasix: 5

—  BbIIoJIHEHO He MeHee 60% ynpaskHeHHUH U 3aJjaHui 1abopaTopHOi paboThI
—  TpeOoBaHMS K 0(OPMIICHHIO MaTepHaoB COOIIOICHBI YACTHYHO
— paOora BBINOJIHEHA MOJIHOCTHI0, HO MPEJICTABIEHA IOCIIC YCTAHOBJICHHBIX CPOKOB ClIaul

3aganust 1a00paTOpHON pabOTH HE BHIIOIHEHBI, BHIIIOIHEHBI HEYAOBIECTBOPUTEIBHO JINOO 0
HEBO3MOXKHO YCTaHOBHUTBH aBTOPCTBO

IloaroroBka 10KJIa4a, y4acTHe B YUeOHOM TUCKYCCHH:

Kpurepun oneHuBaHMs TEKCTa JOKIAaa 0-5 Gamnos

BeinosiHeHb! Bce TpeOOBaHMS K COJIepKaTeIbHOM 1 0POPMHUTEILCKON YacTH JOKIaja: 5
—  TEeKCT JOK/aJa COOTBETCTBYET TEME, TEMa PACKPBITA JOCTATOUHO MOJIHO, CAETaHbI
HeO6XO}1PIMBIe BBIBOJIbI U O606IJ.[CHI/I$[, TCOPECTUICCKUE CBEACHUA MPOUTITTIOCTPHUPOBAHBI
pUMepaMu
—  mokian oOpMIIEH B COOTBETCTBHHU C TPEOOBAHUSIMHE K O(POPMIICHHIO
—  TIpH IOATOTOBKE JIOKJIa[a HMCIIOIb30BAaHO HE MEHEE TPEX HCTOUHHKOB

IIpu opopmIeHHN TEKCTa TOKIaaa JOMYIICHBI HE0YEThI, He BIMSIONINE HA €T0 COJCPKATEIBHYIO 2
JacTh
O11eHKa BBICTABJISAETCS, SCIIU: 1

— TeMa JOKJIaJa PacKphITa ci1abo UM HEMOJIHO
— B TEKCTE OTCYTCTBYIOT BBIBOJIbI, 00OOIIIEH!, IPUBEICHBI YACTHBIE IIPUMEPHI
—  odopmiieHHe TEeKCTa He COOTBETCTBYET TPEeOOBaHUAM

O11eHKa BBICTABJISETCS, €CIIU: 0
—  TEKCT JOKJaJa He MPEACTABICH
—  Tema J0KJIaJia He PacKphITa, JIMOO U3 TEKCTa MOXKHO C/IENAaTh BBIBOJ O TOM, YTO CTYJCHT
He pa3o0pajsics B MaTepuae
—  TEKCT B 3HAYMTENILHOI Mepe 3aMMCTBOBAH U3 OJJHOTO WJIK HECKOJILKUX UCTOYHUKOB
— odopMiIeHHE TEKCTa HE COOTBETCTBYET TPEOOBAHUAM

Kputepun onieHuBaHMsI BEICTYILIICHUS 0-5 6amoB

BeimonHeHs! Bce TpeOOBaHMS K ITyOIMYHON 3alUTe TOKIIa/a: 2
- BO BPEMs BBICTYIIJICHU A UCITIOJIb30BAHbI HAITIAAHBIC MaTCpHaJibl (npe3eHTauml,
WIITIOCTPAIUU, CXEMBI)
- OTBETHI HA YTOYHAIOMIWE BOITPOCHI ACMOHCTPUPYIOT IOHUMAHUEC CTYACHTOM TEMBI,
apryMEHTHPOBAHbI U MOJKPEIUICHBI KAK TEOPETUIECKUMHU CBEJCHUSIMU, TaK U
MPaKTHYECKUMH TPUMEPAMH

OTBeTH HA BOIPOCHI HCTIOJIHBI 1160 OTCYTCTBYIOT

O | —

BLICTyHJ'IeHI/IH HET 00 OHO IMPOBCACHO HCYOBJICTBOPUTCIILHO

KonTtpoabHoe (3k3aMeHALlMOHHOE) TeCTHPOBaHMe: Oal PAacCUUTHIBACTCS MPONOPLHOHATIBHO KOJIUYECTBY
BEPHO PEHICHHBIX AUJAKTUIECKH SAMHHULL (MOIYIIeH):

KonnuectBo BepHO perennsix JJE 0-5 6 7

KommuectBo 0annoB ITo 5 6aymoB 3a kaxayo JIE 32 40

TunoBble KOHTPOJIbHBbIE 32JaHUSI U METOAMYECKHEe MaTepUAJIbl, oNpee/silonie Mpoueayphbl OlleHUBAHUS
3HAHUI, YMeHHUil, HABBIKOB M (WJIM) ONBITA JeSITeJLHOCTH, XapaKTepU3yIIUX 3Tanbl (pOPpMHUPOBAHMA
KOMIIEeTEHIIUIl B Ipolecce 0CBOEHUs 00pa30BaTe/IbHONH MPOrpaMmMbl

TunoBoe KOHTPOJbHOE TECTOBOE 3aIAHHE

3apanue Ne 1. JIE-1 DieMeHTHI TEOPHH YUCEIT
C noMOIIbIO aropuTMa GBICTPOrO MOYJIIPHOTO BO3BEIEHHUS B CTENeHb BeiuucauTh: 4! (mod 101).
Boruncienus opOpMUTE B BUIIE TAOIHUIIBL.

3aganue Ne 2. JIE-2 KpuntocucTeMsl ¢ CEKpeTHBIM KIIFOUOM
Ucnone3yst ckpemOiep ¢ HadaiabHbIM coctostHueM key = 011, u (UKCHpOBaHHBIMHU pa3psgaMH — TEPBbIM H
TPETHUM, TI0 33J]aHHO BXoaHOU mocneaoBaTenbHocT 6uT 01001, MOTyYnTh BBIXOHYIO ITOCIIEA0BATEIEHOCTb.



3aganne Ne 3. JIE-3 KpuntocucTteMsl ¢ OTKPBITBIM KJIIOUOM

C momompio anroputMa RSA pacmmudpoBars coobmienue (6; 30; 31; 24), ecmmp=3,q=11,a=7,

npu4éM Kaxzas OyKkBa pyccKoro andapura Jjisi MPOCTOTHI MpEACTaBlieHA CBOMM HOMEPOM B ali(aBUTHOM
NOPSIZIKE U IlepeaaBaeMblii OJI0K MHGOpMAalMd M COOTBETCTBYET OJHON OyKBe.

3aganue N\e 4. JIE-3 KpuntocucTeMsl ¢ OTKPBITHIM KIIIOUOM

o anropurmy Dnb-I'amans, ¢ Habopom kmouedd p =31,y =10, x =9,

a) BBICTYTIAs B POJIM OTHPABHUTEIS,, TOCTABUTH 3JICKTPOHHYIO TTOIKCH O] COOOIIEHHEM: m = 5;
0) BBICTYIIas B POJIM TOJTy4aTelis, IPOBEPUTH IIEKTPOHHYTO MOIIHUCE.

3apnanue Ne 5. 1E-4 BrruucnurensHble IpoOIeMbl KPUIITOIOTUN
Ucnonw3ys merox lllenkca (anropuTM ManbIX W OONBIIMX IIIaroB), OTHOCHTEIHHO HEM3BECTHOW BEIMYUHBI |
peInTh ypaBHEHHE

111 =59 (mod 71), T.e. BEIYHCIUTE | = ind1159 mo Momyiro 71.

Oo0pa3zen pemeHusi THIOBOI0 KOHTPOJIbHOTO 3aJaHHUS
Pemenue 3amanusa Ne 1. byaem Boruuciars z° mod n ¢ HOMOIIBIO TMOBTOPSIONIUXCS BO3BEJACHUN B KBajparT.
3amaya pemaercs ¢ IOMOIIBI0 OMHAPHOTO NPECTABICHHUS CTENICHU S = [Sk, Sk-1, ... S1, So].

MODULAR-EXPONENTIATION(z, s, n)
d=1;
for (i=k; i<=0; i— —)
{ d=(d - d) (mod n);
if(si==1) {d=(d - z) (mod n)}
H

return d

CrnoxHocts anroputma. Ecim z, s, n — 1-Outnble uncna, rrne 1=k+1, To apupmernueckux omneparuii Tpedyercs
O(1), a 6utoBeIx onepamuii — O(1%).

[IpumMeHuM AaHHBIN aNrOPUTM K HalleMy MpUMEPY, B KoTopoM: z=4, s=811, n =101.
CHayaina niepeBouM crereHb s=811 B IBOMUHYIO CHCTEMY CUHCIICHHS:

8111=2"+2°+2°+2°+2'+2°=1100101011>.

Kax Bugum, B nBonuHOM nipecTaBieHnn crenenu 811 comepxkurces 10 pa3psaos.

Haunnaem 3amonHsaTh Tabmuily. B mepByro cTpoky momeniaeM Homepa paspsaoB — ¢ 9-ro no 0-it. Bo Bropyto
CTPOKY MEpenuChIBacM IMOPAa3psIIHO CaMy CTeleHb. B mepByio (He 3arolloBOYHYIO) SIUEHKY TpeThell CTpOKH
IOMeEIaeM z, T.¢. 4.

No paspsna 9 8 7 6 5 4 3 2 1 0
s 1 1 0 0 1 0 1 0 1 1
d 4

Hogoe 3Hauenue d onpeaensiemM cieayonmM o0pa3om:

e B03BOAMM Tekyilee d B kBajpar: 4>

® U, TIOCKOJBKY Ss=1, emé JoMHOKaeM Ha Z, T.€. Ha 4.

Urtoro, 4°- 4 = 64.

Taxk xak 64 (mod 101) = 64, 3anuceiBaeM 64 B CIEAYIOUIYIO TYEHKY TPEThEH CTPOKH:

Ne pazpsina 9 8 7 6 4 2 1
s 1 1 0 0 1 0 1 0 1 1
d 4 64

Hosoe 3nadenwne d ompesnenseM cleayrOmuM 00pa3oMm:
e Bo3BOAMM Tekylee d B kBajpar: 64° (mockoabKy s;=0, GOJIbIIE HU Ha YTO JOMHOKATh HE HAJIO).

Tax kak 64° (mod 101) = 56, 3anMceIBaeM 56 B CIIEAYIOIIYIO SYEHKY:



Ne pazpsina 9 7 6 5 4 3 2 1 0
s 1 1 0 0 1 0 1 0 1 1
d 4 64 56
OmnpenensieM cnenyrouiee 3HaueHue d:
BO3BOUM Tekyiuee d B KBaapar: 567 (MOCKOIBKY =0, TOMHOXATh Ha Z HE HAJIO).
Tax kak 56 (mod 101) = 5, 3anMchIBaeM 5 B CIEAYIOIIYIO SYEHKY:
Ne pazpsima 9 7 6 5 4 3 2 1 0
s 1 1 0 0 1 0 1 0 1 1
d 4 64 56 5

OrmpenenseM cienyromiee 3HadeHue d:
BO3BOJMM Tekymiee d B KBajapat: 5°

U, TIOCKOJIBKY Ss=1, emé TOMHOXKaeM Ha Z, T.€. BCE Ha Ty ke 4.

Uroro, 5*- 4 = 100. Tax xax 100 (mod 101) = 100, To 3anuceiBaem 100 B CleayOILYIO AUEHKY:

Hanee, Bo3sogum Texyinee d B kBaapat: 100? (mockonbKy s,=0, IOMHOXaTh Ha z He Haxo). Tak kak 1007 (mod

Ne pazpsima 9 7 6 4 3 2 1
s 1 1 0 0 1 0 1 0 1
d 4 64 56 5 100

101) = 1, 3anuceiBaeM | B cleAyONMIYIO SYCHKY:

Noe paspsina 7 6 5 4 3 2 1
S 1 1 0 0 1 0 1 0 1
d 4 64 56 5 100 1
e Bossoaum Tekyiee d B kBajpar: 17
® U, TIOCKOJIBKY S3=1, emé JoMHOXKaeM Ha Z, T.€. BcE Ha Ty ke 4.
Uroro, 17+ 4 =4,
No paspsina 9 7 6 5 4 3 2 1
S 1 1 0 0 1 1 0 1
d 4 64 56 5 100 1 4
Bossoaum tekymiee d B kBaapar: 4% (MOCKOJIBKY $,=0, JOMHOKATh Ha Z HE HaJIO)
Ne pazpsima 9 7 6 5 4 3 2 1 0
s 1 1 0 0 1 0 1 0 1 1
d 4 64 56 5 100 1 4 16
3arem noy4um 16 4 = 14 (mod 101).
Ne pazpsna 9 8 7 6 5 4 3 2 1 0
s 1 1 0 0 1 0 1 0 1 1
d 4 64 56 5 100 1 4 16 14
W, nakonen, 14*- 4 =77 (mod 101).
Ne pazpsima 9 7 6 5 4 2 1 0
s 1 1 0 0 1 1 0 1 1
d 4 64 56 5 100 1 4 16 14 77

Yucno, moly4eHHOE B TIOCJIEIHEN sTUeiike TPEThe CPOKH, U SIBISIETCA OTBETOM.

Orser. 4*"' (mod 101) = 77.

Pemenue 3apanusa Ne 2. /I Havana BCIIOMHUM TaOJUITy 3HAYSHUS IS CIIOXKEHUS TI0 MOTYITIO 2:

[x [ x|

X1@X2




0 0
0 1
1 0
1 1

(=3 el Ll [l

3anuckiBacM BXOJHYHO TochenoBaTenbHocTh 01001 (BheneHa KENTHIM I[BETOM) B TPETUH CTOJOEI] TaOJIUIIbI
BEPTHKAIBHO, a K1F04 011 (BBIIENEH TOyOBIM IBETOM) — B YETBEPTHIN CTOIOCI] TOPU3OHTAIBHO.

Brixo Bxon CkpembOuiep
A
1 2 3 4
— 0 0 1 1

1
0
0
1

CxampIBast 10 MOJIYJTIO 2 TIEPBEIH CHMBOJI BXOJHOU MOCJIEIOBATEILHOCTH M CaMBIH JIEBBII CHMBOJ CKpeMOiepa
(BBLAETICHBI JKENTHIM LIBETOM), B TIEPBOM CTOJIOIE MOIyYaeM IEPBBIH CHMBOJI BBIXOJHOW MOCIENOBATEIBHOCTH
(BBLAETICH TOIyOBIM IIBETOM):

Brixo Bxon Cxpembirep
A
1 2 3 4
0 «— 0 0 1 1
1
0
0
1

Iocne aToro mpeodpazyem ckpem6biiep 011 cnemyrommm oOpazom:

® CKJIaJIbIBaEM I10 MOJIYIIIO 2 €T0 MEPBBIN U TPETUH pa3psabl (BBIACTIEHBI )KENTHIM BeToM) 0D1 = 1;
® JIONUCHIBAEM 3Ty €IMHUILY B KOHel ckpemOiepa: 0111;

® caMblIii JICBBIH pa3psi ckpemOiiepa oToOpackiBaeM; octaéres 111;

® HOBOEC 3HAUCHHE CKpeMOJIepa MTOMEIaeM CO CIIBUTOM BO BTOPYIO CTPOKY TaOJIHITH:

Brixo Bxon Ckpembiep
a
1 2 3 4
0 «— 0 0 1 1
1 1 1 1
0
0
1

Jayiee mporiecc nmpoJ1oiKaeTcss aHAIOTUYHBIM 00pa3oM. CKIIabIBas M0 MOIYJIIO 2 CISAYIONIMA CUMBOJI BXOTHOM
MOCIIEIOBATEILHOCTH M CaMbIil JIEBBIH CUMBOJ CKpeMOiiepa (BBIJCIEHBI KENTHIM IIBETOM), B IEPBOM CTOJIOIE
MOJTy9aeM CIEAYIOIIHA CHMBOJI BBIXOTHOH TIOCTIEA0OBATEILHOCTH (BBIICIICH TOTyOBIM IIBETOM):

Brixo Bxon CkpembOuiiep
A
1 3 4
0 — 0 0 1 1
0 — 1 1 1 1
0
0
1

o [Ipeobpazyem ckpembiep 111:
® CKJIa/IbIBaEM IO MOJYIIIO 2 €T0 MEPBBIN U TPETUH pas3psaab! (BBIACTICHBI )KENTHIM BeToM) 1@1 = 0;



e JIONUCHIBaEM HOJIb B KOHeI] ckpeMbiepa: 1110;
® CaMBbIii JIEBBIH pa3ps ckpeMOiepa oropaceiBaem; octaéres 110;
® HOBOE 3HAUCHHE CKpeMOIiepa MOMEIIaeM CO CIBUTOM B TPETHIO CTPOKY TAOIHIIBI:

Bexo Bxon Ckpembiiep

a

1 2 3 4

0 «— 0 0 1 1
1 1 1 1
0 1 1 0
0
1

CxiampiBas MO MOIYJIO 2 CICAYIOIIANA CHMBOJ BXOIHOW IIOCJIEIOBATEIHPHOCTA W CaMBI JIEBBI CHUMBOJI
ckpeMmOnepa (BBIICICHBI KENTHIM IIBETOM), B TMEPBOM CTOJIOIE MOJydYaeM CICIYIOIIUNA CHUMBOJI BBIXOJHOU
MOCIIEIOBATENNLHOCTH (BBIACIIEH TOIYyOBIM I[BETOM):

Brixo Bxon CkpembOuiep
A
1 2 3 4
0 «— 0 0 1 1
0 — 1 1 1 1
1 — 0 1 1 0
0
1
Brixo Bxon Ckpembiep
A
1 2 3 4
0 «— 0 0 1 1
0 — 1 1 1 1
1 — 0 1 1 0
1 — 0 1 0 1
1 «— 1 0 1 0

I/ITaK, BBIXOJHAas IMOCJIICA0BATCIbHOCTh UMCCT BU/I:

Otset: 00111.

Pemenue 3aganus Ne 3. [ToryunB cekpeTHOE COOOMICHNE, Aa00OHEHT A pacmi(PpPOBBIBAET €TO C IIOMOIIBIO CBOCTO
cekpeTHoro kiaroda. HainéM aToT Kirrou.

1) Ompenenmum n=p - q=3-11 = 33.

2) Haitnem o(n) = (p—1) - (g-1)=2- 10 = 20.

3) laHHOe 3HaueHue: a = 7, B caMOM Jiejie, B3auMHO npocTtoe ¢ ¢(n) = 20.

4) CocraBum ypaBHenue ax = 1 (mod (¢(n))):7x = 1 (mod (20))

" pCUINM €T0 C IIOMOIIBIO aJITOpUTMa EBKJ’II/I):[a.

7 =200 [+] 7 k[o[1]273
20 = 72 |+| 6 w« | ol 21116
7 =] 61 [+] 1 PO 1] 1]7
6 |=| 1.6 |+] 0 Sc | 1| 21320

OxonvarensHo X = (—1)*S, = 3.
K kax10¥i KOMIIOHEHTE JaHHOTO BEKTOpa MpuMeHseM GpopMyiy: m; = m;* (mod n).

m;"V = 6; m" = 6" (mod n) = 6° (mod 33);

m;? = 30; m®? = 30" (mod n) = 30° (mod 33);
m,® = 31; m® =31* (mod n) = 31° (mod 33);
m, Y = 24; m® = 24* (mod n) = 24° (mod 33).



i BBIYMCIIEHUS] CPaBHEHWH BOCHOJIB3YEMCSI aIrOPUTMOM OBICTPOTO MOIYJISIPHOTO BO3BEICHUS B CTEIIEHb.
ITockonbKy MOKa3zaTenb CTENEHH BO BCEX YETHIPEX CPaBHEHHSX OJUMHAKOB (X = 3o = 11,), BEIYMCICHUS MOXKHO

0(opMuUTH B OTHOH TabIHIIE.

Ne pazpsina 1 0
s 1 1
d; 6 6°- 6 =18 (mod 33) 18 — «P»
d> 30 30°- 30 = 6 (mod 33) 6 — «E»
ds 31 31%- 31 =25 (mod 33) 25 — «U»
ds 24 24*- 24 =30 (mod 33) 30 — «b»
Otset: PEUb

Pemenune 3aganus Ne 4.

a) BeiOpaB uncio k = 13, koTopoe siBisieTcst IPOCTHIM 110 OTHOILICHHIO K

o(p) =p-1=30
HaxoauM u = y* mod p = (10" mod 31) = 9.

3areM, NOACTaBIAA JaHHbIE 3HaUeHUd m = 5, x =9, p = 31 u HaliieHHOE 3HaueHNE U = 9 B ypaBHEHHE

m = (x-u + k'w) mod (¢(p)), moTy4nUM ypaBHEHHE OTHOCUTEIIEHO HEU3BECTHOM BETMYHNHBI W:

5=(99 + 13w) (mod 30).
Pemras ero, Hatiném: w = 8.

DJIeKTpOHHAsI TOANUCH, TAKUM 00pa3oM, uMmeeT Bu: (u, w) = (9, 8).

0) Onpenensem a = y* (mod p) = 10° (mod 31) = 16,

MIOCJIC YEeTO TMPOBEPSIEM, BBITIOIHISTCS JIM paBEHCTBO: a' - u” =y™ (mod p).

Brraucisiem 3nauenune ciepa: a' - u” = 167 - 9% =25 (mod 31);
Briuncnstem 3Hauenue cnpasa: y™ = 10° =25 (mod 31).

Tak kak 25 = 25, To TOANIHCH BepHA.

Ortger:

a) (u, w) = (9, 8);

0)a" - u"=y" (mod p) =25 (mod 31).

Pemenne 3axanus Ne 5. Byznem nckaTh HEU3BECTHBIN TIOKa3aTeNb | ypaBHEHNUS
bl =a(mod q),

B BHUJE
1=1*m —j,
rue

3amenuB B ypaBHeHUH (1) HEU3BECTHYIO BeJIMUHHY | o ¢opmyite (2) Ha BEIpakeHHE

i=1,2,...,,m;j=0,1,...,m.

i*m — j, momyasm b'™ Y = a(mod q),
OTKy/Ia

bim = a*bj (mod q).

B cooTercTBuU ¢ anroputmoM lllenkca, mpenBapuTeabHO BEIIHUCIIIEM psif (“O0bITue mmaru’)

pM b2m b3m

KOTOPBIN COACPKUT BCE BO3MOXKHBIE 3HaUEHUS JIeBOM yacTH ypaBHeHU (4), a Taxoke pan (“Manbie” marn)

a, a*bl, a*bz, a*b3, ..., a¥b

KOTOpI:IfI COACPIKUT BCC BO3SMOKXHBIC 3HAUCHUA HpaBOﬁ YacCTH 3TOT0 YpaBHCHUA.
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N *bJ . im
3areM umieM Takoi anemeHnt a*b’ psga (6), KOTOpEIi coBMaaaeT ¢ KaKUM-HUOYAb aneMeHToM b psina (5), u mo

M3BECTHBIM 3HAYCHUSM 1 1 ] C IOMOIILIO (hopMyIsI (2) onpenensiem 1.

B npouecce paboThI anropuT™Ma B CpeiHeM BhIonHseTcs 1.5 \/g OTIepalii, B Xy/IIeM ciy4ae Tpedyercs 2 \/g



OIEPALHH, T.€. €r0 CIOKHOCTh UMEET MOPSI0K ¥ 1,
B namem mpumepe: b =11, a = 59.

1) Ilo popmyne (3) ompenensiem m: m = [\/g] +1=[V 71 ]1+1=09.
2) CocTaBiisieM psI; bm, b2m’ b3m pmm.

gesey

™ (mod q) = 117 (mod 71) = 61;
b (mod q)=61"-61 (mod 71) =29 (mod 71);
b (mod q) =61 - 29 (mod 71) = 65 (mod 71);
b (mod q) =61 - 65 (mod 71) = 60 (mod 71);
b (mod q) =61 - 60 (mod 71) =39 (mod 71);

(mod q)=bm~b (mod q) =61 - 39 (mod 71) = 36 (mod 71);
b (mod q) =61 - 36 (mod 71) = 66 (mod 71);
b (mod q) =61 - 66 (mod 71) = 50 (mod 71);
b (mod q) =61 - 50 (mod 71) = 68 (mod 71).

g HarmAIHOCTH IOMECTHM 3JIEMEHTHI psifia B Tabnuity 1, MpoHyMepoBaB X, Ha4MHAs € 1:

Tabmnmna 1
i 1 2 3 4 5 6 7 8 9
bim 61 29 65 60 39 36 66 50 68

3) CocrasisieM psi; a, a*bl, a*bz, a*b3, - a*b™

Mosxno He BeruuciaTe BCE aneMeHTHI 3TOro psifa; BEIYHCICHHS MPOOIDKAEM 10 TeX IMOp, MOKa He TMOIYIHM
TaKOe YKCII0, KOTOPOE MPUCYTCTBYET BO BTOPOH CTPOKE TaOIHIIBI 1.

a (mod q) =59;
a’“b1 (mod q) =59 - 11 (mod 71) = 10 (mod 71);
a*b% (mod q) = b - (aa®b1) (mod 71) = 11 - 10 (mod 71) = 39 (mod 71)

3
a*b~ (mod q) 1 nocaeayroIINe JEMEHTHI PSIa MOXKHO HE BBIYHCIIATh.

ITomecTrM 31€MeHTHI psia B TaOIHIly 2, IPOHYMEPOBAB UX, Ha 3TOT pa3 HauuHasi ¢ 0:

Tabnuia 2
1 0 1 2 3 4 5 6 7 8
a*b ) 59 10 39
4) B tabmure 1 anemenT 39 uMeeT HOMep 5, ClieI0OBaTeNIbHO, 1 = 5.
B tabmuie 2 anemeHT 39 uMeeT HOMep 2, ClIeA0BaTeNbHO, j = 2.
3nHas 1 u j, mo popmyie (2) onmpenensieM uckoMmoe 3HadeHue 1: 1 =i*m—j = 5%9-2 =43,
43 . 43 _
5) Uro0OsI cenath MpoBepKy, BerauciaseM 11~ mo moxymo 71; yoexxaaemces, uro 117~ =59 (mod 71).

Otgert: 43.
Bomnpocsl k 3k3amMeHy

1 OcHoBHBIC oOmpeaeneHUs: WHOpMaNms, 3amuiaeMas HHQopMarusa, 0e30MacHOCTh HH(pOpPMAIuu, TPH
OCHOBHBIE yTpO3bl 0€30ITACHOCTH, 3aIIUTa HHPOPMAIIH, HAITPABIICHHUS 3aIUTH HHPOPMAIIUH.

2. Merto/pl 3aIIUTHl OT HECAHKLIMOHUPOBAHHOTO AOCTYTIA

3. Cranmapr «Kpurepunm oueHkn O0e30macHOCTH HWH(MOPMAIIMOHHBIX TEXHOJNIOTHI» («OOmme KpuTepum»
ISO/IEC 15408). @ynkunonansHbIe TpeOoBanus. TpeOoBaHus 10BEpHUs

4. Kraccudukauusi KpUITOAITOPUTMOB: IO THITy NpeoOpa3oBaHUi, MO THIY HWCIONB30BaHHS KIIOYEH, 10
pasmepy npeobpazyemoro 0J0ka
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OpnnoandaBuTHbIE MMOICTaHOBKH. MHOTOaN(aBUTHEIE ITOACTaHOBKH. [lepecTaHOBKH 10 KITFOUY.
CuMMETpHUYHBIE KPATITOAITOPUTMEL. CKpeMOIIepHI, KaK IpUMep TIOTOYHOTO IIHdpa.
Cummerpuunble KpunroanroputMel. Cetb DelicTens u e€ npuMeHeHue B OJIOYHBIX IU(ppax.
Kuratickas Teopema 00 octaTkax u €€ MpUMEHEHHUE B KpUnTorpaduu.

AJNTopUTM OBICTPOTO MOJYJISIPHOTO BO3BEJICHHUS B cTerneHb. OlEeHKA CII0KHOCTH alrOPUTMA.

. HecummeTpuunbie kpunroanroputMbl. OOMeH kiarouamu mo anroputmy Juddu-Xemamana. [IpoTokon mms

JIBYX y4acTHUKOB. [IpoToKoM /71 GONBIIEro Ynciia y4acTHUKOB.

. Hecummetpuunesle kpuntoanroputmsel. Kpuntocucrema RSA: reHepammsa xmouedd, mudposaHue,

nermudpoBanne. TpeOoBaHUA K HA0OOPY KITFOUCH.

Hecummerpuunble kpunToanroputMbel. Kpunrocucrema Dmnb-I'amans: reHepanus kimoueid, mmdpoBaHHe,
JermudpoBaHue.

OnexTpoHHas noAnuck. Co3gaHue U MpoBepKa MOJNKUCH B KPUTITOCUCTEME Dib-1"amats.

Bpemennast metka (Timestamp): co3anue u IpoBepKa BpEMECHHOW METKH.

Paznenenue cexkpera. CriocoObl pa3ieneHus ceKpera.

IIpoctoe umcno. IlceBmompoctoe umcmo. CriocoObl HaXOXKIEHUS OONBIIUX MPOCTBHIX YHCEN. AJTOPUTM
Munepa-Pabuna.

3amaua (hakTopU3alUKU U €€ PEUICHHE METOJIOM CHIIOBOM aTaku. DyHKIwms Ditnepa.

Merton Ilonnapaa ans pemenus 3aga4u HaKTOpU3aLUH.

Meton @epma IS penieHus 3a1aqn GaKTOpHU3aIIHH.

[Mopsimok uncna. JluckpeTHslit orapudm (MHISKC yucia). 3a1avya BIYUCICHUS TUCKPETHOTO Jiorapudma u
e€ pelIeHrne METOI0M CUJIOBOM aTakH.

Meton cornacoBanus (CunbBepa-llonura-Xemnmana) sl pelieHds 3aJa4d BBIYHUCICHHUS TUCKPETHOTO
morapugmMa.

Meron manbix U Oonbiux maroB (Lenkca) s pemeHus 3a1a4n BBIYUCICHUS JUCKPETHOTO Jorapudma.
DIIMNTAHYecKass KpuBas. JDiunrudyeckas rpymnmna. CIoXEHHE W YMHOXKEHHE HAa YHCIO B AJUIMITHUYECKON
rpyIIe.

O0MeH kimoyamu, mudpoBanue U aei(poBaHUe C UCIOIb30BAHUEM JUTUITHUECKUX KPUBBIX.

Texnonoruu ayreatudukannu. [lpocras ayrenrudukanus. Ctporas ayreHTudukanus. [Iporokosnsl ctporoi
ayteHTHUKai. OCHOBHBIE aTaKW Ha MMPOTOKOIBI Ay TEHTHU(DHKAIIHH.

TexHONOTHU MeEXCeTeBbIX JKpaHoB (MD). DyHKIMH MeXCeTeBBIX JKpaHOB. DuibTparms Tpaduka.
Beimonnenne GpyHKIuiA nocpeaHnuecTBa. J{ononHuTeIbHbIE BO3MOKHOCTH MO.

TexHOJI0TUM BUPTYaNbHBIX 3alMILIECHHBIX KaHanoB U cered VPN. KoHneniuss moctpoeHus BUPTYaJbHBIX
3amuiieHHbIX cerel. VPN. VPN-pelienus i NocTpoeHuUs 3alllMIIEeHHbIX ceTe. JIOCTOMHCTBA TPUMEHEHUS
TexHosoruid VPN.

TexHonoruu oOHapykeHus! BTopkeHni KoHnenuust ananTuBHOTO yrnpaBiieHHs 0€30MacHOCThI0. TexHomorus
aHa/IM3a 3allUIIeHHOCTH. TexXHONOTHH OOHapyKeHHUs aTaK: METOAbl aHalln3a CeTeBOW WH(OpMAaIuH,
Kiaccudukanus cucteM obHapyxenns atak IDS, komnoneHTs! 1 apxutektypa IDS, meToas! pearnpoBanus.
TexHONMOTMU 3amMTBl OT BUpPYCOB. KoMIBIOTEpHBIE BUPYCHI W MPOOJEMbl AHTUBUPYCHOW 3alllUTHI:
KITacCH(HKAIHMSI KOMITBIOTEPHBIX BUPYCOB, XKU3HEHHBIN IIUKI BUPYCOB, OCHOBHBIE KaHAIBI PACIIPOCTPAaHEHHS
BAPYCOB W JPYIHX BPEJOHOCHBIX NpOrpaMM. AHTHBHPYCHBIE TPOTpaMMBl W KOMIUIEKCHL. I[locTpoenne
CUCTEMBbI aHTUBUPYCHOMU 3aIUThI KOPIIOPATUBHOMN CETH.



